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Abstract 
Bitcoin and crypto currencies are only two of the latest platitudes in financial markets. 
Cryptocurrencies have recently received a lot of media attention, which is one of the reasons for their 
present popularity. This study conceptually discusses the three pillars, cryptography, peer to peer 
network and proof of work, important to cryptocurrencies, due to their ever-increasing popularity as 
new financial instruments. The study conceptually discusses the chronology of money till 
cryptocurrency and their middle events. It further discusses the three necessary phenomena of 
cryptocurrency trading and the reason of its development as most trusted mode of payment among 
young population. 
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1. Introduction 
Nearly a decade after the first cryptocurrency was introduced, it still has the highest 
proportion of total market capitalization, indicating that it has the ability to replace 
traditional fiat currencies and change the financial services environment. Bitcoin and 
cryptocurrencies are only two of the latest platitudes in financial markets. Cryptocurrencies 
have recently received a lot of media attention, which is one of the reasons for their present 
popularity. But what let them go so far in such a short period of time? To better grasp the 
characteristics of physical monetary units and the urge to generate digital cash, we'll start 
with a basic trade with money. 
Due to their ever-increasing popularity, cryptocurrencies, or new financial instruments, have 
been discussed. Some claim they are a source of illegal contributions to terrorist 
organisations, while others accuse them of being uncontrolled by the world's rising 
economies. Despite these facts, a sizable investor base continues to spend enormous sums of 
money into them. This might be due to the users' faith in the technology or the cryptographic 
principles that assure their privacy. 
As a consequence, critical questions arise in everyone's minds, such as why is it spreading so 
rapidly? Why are so many individuals placing their faith in cryptocurrencies? What is the 
best bitcoin investment strategy? But, above all, we believe the most important issue is: how 
did it evolve? As a result, we'll start our look into the history of cryptocurrencies with the 
most basic form of payment: money.  
We consider the debate to include themes such as money, its progression to digital money, 
and how it caused the problem of double spending, leading in an emphasis on the relevance 
of digital currency in resolving this issue. As a result, bitcoin and the technology that 
underpins it were introduced. 
 
2. Literature review 
Many economists argue that the faults in the barter system, the first ever medium of 
exchange in which ancient people exchanged commodities with one another, were the 
impetus for the creation of money. Money was never created as a paper note or a coin. In 
reality, as a guarantee of money, some monarchs had their portraits or national flags printed.  
Cowry shells were the very first recorded kind of money used for commerce and trade in 
Asia and Africa (Kenny Li, 2018) [26]. As a guarantee, rulers used to print their faces or 
national symbols on paper.  
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The shift to coins, on the other hand, allowed monarchs to 
better regulate and supervise the flow and circulation of 
money. It allows citizens to have more confidence in 
money. The monarchical rule was subsequently supplanted 
by the government establishing its own central bank to 
control and distribute money in the form of paper notes and 
coins, ensuring that it had some value for citizens. 
Following this, the Hundi system was developed to easily 
circumvent the problem of geographical restrictions in the 
way of commerce or money exchange.  
However, it was causing a lot of problems, so with the 
arrival of the internet, a new system known as digital money 
emerged. The only difference is that it has been converted 
into a digital code that the user may access at any time from 
any location. Debit cards, credit cards, smart cards, visa 
cards, and rupay cards, among other devices, all include 
digital codes. This new method of commerce has emerged 
in which the firm acts as a middleman, moving funds 
between buyers and sellers at any time and from any 
location (Bonneau, Felten, Miller, & Goldfeder, 2016) [10]. 
Despite all of the benefits it brought, it created a major 
problem of duplicate or double spending. The issue of 
making two payments with the same money or cash in order 
to deceive the recipient of those monies is known as double-
spending.  
The problem of duplicate spending might be eliminated with 
the widespread adoption of block chain technology. At this 
point, bitcoin began to emerge. This is due to the fact that 

the currencies associated with this decentralised blockchain 
technology go through a consensus process in order to 
ensure that every transaction is secure. 
Evolution of cryptocurrency supported by blockchain 
technology started with the first digital currency or rather 
say, cryptocurrency known as E-cash followed by Mondex 
and Visa-cash. These currencies employed Cryptographic 
technologies to send payments both physical and digital. 
Blind signatures were also used by cryptographic systems to 
protect their users' confidentiality. There was relatively little 
usage and popularity, and it was largely focused on the user-
merchant transaction. Because of this, e-cash failed and 
shops began to accept credit cards. Other currencies also 
met with the same fate until Bitcoin was introduced in 2009. 
 
2.1 Cryptocurrency 
Cryptocurrency, as discussed in the previous section, was 
introduced with the name of Bitcoin in 2009 by a person or 
a group of persons with pseudonym of Satoshi Nakamoto. It 
has become immensely popular in a very short span and has 
formed a new market for investors for gaining enormous 
returns. Since it is decentralised in nature it has always been 
a difficult for the governments and regulators to curb these. 
But it has the resemblance with money and other non- 
documentary securities on the basis of its matter and 
functions (Bolotaeva, et al., 2019) [9]. So, it is impossible to 
regulate cryptocurrency without understanding its economic 
nature. 

 

 
 

Fig 1: Nature of Cryptocurrency Market 
 

Economic nature of bitcoin and other cryptocurrencies is 
explained by Leonard & Treiblmaier, (2019) [28] in their 
significant study that it is important to note that Bitcoin 
serves as a medium of trade, a unit of account, and a 
measure of value, all of which are key functions of money. 
The author also finds that the volatility of Bitcoin's value, 
on the other hand, may function as a barrier to its usage as a 
means of exchange, particularly in terms of returns. As a 
result, if exchange rates were to become more stable, it 
would do even better. 
If coins were made of precious metals in ancient times, and 
people believed their inherent value, most nations now 
utilise fiat money, which is backed by government 

assurances. In the case of cryptocurrencies, on the other 
hand, where the value is determined by algorithms and 
validated by electronic data transmission, all transaction 
participants are anonymous, and no authority provides a 
guarantee. Furthermore, in the case of cryptocurrencies, 
security is primarily of an IT nature, given to the 
cryptocurrency market’s instability and exposure to a 
variety of influences (Badea & Mungiu-Pupӑzan, 2021) [3].  
Cryptocurrencies have established themselves as vital 
financial technology platforms. They rely on a secure 
distributed ledger data structure, with mining as a major 
element. Mining adds past transaction records to the 
Blockchain distributed ledger, allowing users to reach 

http://www.theeconomicsjournal.com/


International Journal of Financial Management and Economics  http://www.theeconomicsjournal.com 

~ 97 ~ 

protected, strong consensus for each transaction 
(Mukhopadhyay et al., 2016) [37]. The motivations for the 
rise of cryptocurrencies are not only the flaws in the 
conventional currency system, which has been unable to 

withstand multiple crises, but also the advancement of the 
Internet, for which cryptocurrencies potentially show to be a 
more suitable form of money (Srokosz & Kopciaski, 2015) 

[35]. 
 

 
 

Fig 2: Representation of Various Factors Affecting Cryptocurrency Market 
 

2.2 Why Investors are considering it? 
Investors are considering cryptocurrencies as an investment 
option other than already existing traditional forms of 
investments. Researchers across the world have been putting 
continuous efforts to understand investor’s behaviour 
towards these emerging currencies. Shaydullina (2018) [33] 
recommended regulation of cryptocurrencies based on their 
economic nature of being universal financial commodity, 
instrument and asset. Bartusiak (2018) [5] reveals, that nature 
of bitcoin and other cryptocurrencies is the phenomenon 
that possesses the basic legal properties of money. These 
characteristics include that cryptocurrency are decentralised 
and anonymous digital currency. It is a virtual asset that 
serves as a mode of payment and is a non-traditional money. 
However, Fang, et al. (2022) [19], in through their study 
suggests that cryptocurrencies and traditional currencies 
have many commonalities but their behaviour as an asset 
needs to be understood. Despite incredible price growth in 
recent years, cryptocurrencies have been alleged of pricing 
bubbles. This is due to the three reasons namely regulatory 
oversight, the potential for illicit use due to anonymity 
within a young, underdeveloped exchange system, and 
infrastructure breaches influenced by the rise of cyber 
criminality. Each has an impact on people's perceptions of 
cryptocurrencies as a viable financial asset class (Corbet. Et 
al., 2019) [16].  
 
2.3 Behaviour of Cryptocurrency as an Asset 
Since its inception, Cryptocurrency has been viewed as a 
new asset class by many marketers, researchers, and 
investors. This market has attracted the attentions of 

regulators and academics all around the world. Corbet et al., 
(2018) [15] explored the dynamic relationship between 
different cryptocurrencies and various financial assets and 
their result showed that in comparison to other assets 
cryptocurrencies offer diversified benefits to the investors. 
As a result, the research suggests that cryptocurrencies have 
a place in an investor's portfolio; they are highly 
interconnected and distinct from traditional assets, but the 
cryptocurrency market has its own set of hazards that are 
difficult to mitigate. Bitcoin and other cryptocurrencies, 
just like the stock market and other commodities, faced a 
setback during the early stages of the COVID-19 epidemic. 
Bitcoin's price, on the other hand, surged after October 
2020. It has risen to $60,000 in March 2021. Guo & Li 
(2017) [13] analysed the risk in cryptocurrencies as a new 
investment alternative and concluded that the 
cryptocurrency's wealth distribution, its market 
consequences, and other risk factors that lead to altcoin 
death. In comparison to other financial markets, this figure 
might imply that the cryptocurrency market has experienced 
a favourable bounce from COVID-19 (Jalal, et al., 2021) [25]. 
 
3. Research methodology 
To create the research's analysis, we use a case study 
technique to learn more about the evolution of 
cryptocurrencies from its inception. This qualitative case 
study methodology will aid academics, scholars, and 
investors in understanding why and how cryptocurrencies 
have evolved. There are numerous unknown facts that have 
yet to be answered or are answered in a foggy manner. 
The research gives readers a better understanding of the 
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evolution of money and cryptocurrencies. The timeline of 
money to cryptocurrency is studied in the paper. It will 
cover the three foundations of cryptocurrencies and 
blockchain technology, which are cryptography, proof of 
work, and peer-to-peer networks. The timeline of proof of 
work, peer to peer networks, and cryptography are also 
included in this research.  
 

4. Data analysis and interpretation 
A cryptocurrency, such as, Bitcoin is a type of virtual or 
digital money that uses encryption to prevent counterfeiting 
and double-spending. It resolves the problems associated 
with traditional currencies by providing money holders with 
power and accountability. It's a peer-to-peer electronic 
currency system. It allows online payments to be made 
directly from one party to another without the use of a bank. 

 

 
 

Fig 3: Three Pillars of Cryptocurrency 
 

During the global financial crisis of 2008, Satoshi 
Nakamoto, a pseudonym for a person or group of 
individuals, issued a white paper detailing a blockchain-
based implementation of a digital currency dubbed bitcoin, 
which was the first cryptocurrency. Bitcoin is a type of 
electronic payment that allows users to authenticate digital 
assets without depending on third parties for the first time. 
Combining public key cryptography, peer-to-peer 
networking, and a proof-of-work method achieves this.  
More than a decade later, thousands of cryptocurrencies and 
a slew of other blockchain-based apps are widely available 
(Härdle, Harvey, & Reule, 2020) [23]. Investors may control 
their money without relying on corporations, banks, or the 
government because of its decentralised nature. 
 
1.4.1 Cryptography 
Cryptography is the safe transmission of information via the 
use of various methods that have been devised to ensure that 
only the sender and the addressee can read a message, 
leaving it unreadable or meaningless to a third party. 
Encryption is the process of converting readable data 
(plaintext) into incomprehensible data (ciphertext), such as 
files or messages, while decryption is the process of 
converting ciphertext back to plaintext.  

The plaintext and ciphertext are linked by the use of a 
cypher, a cryptographic method. Each time data is 
encrypted, the method comprises at least one variable 
parameter (key). A random number generator procedure is 
used to create the key. A secret key is required for 
encryption to operate. Data conversion with a fixed key and 
no variable parameter (scrambling) is not included in 
encryption (Mann, 2002) [11].  
Some consider the British computational engines conceived 
and built to crack the German Enigma encryption to be the 
first true "computers," and one might argue that 
cryptography is the mother of computer science (Rivest, 
1990) [32]. The Caesar Cipher, developed by Julius Caesar 
more than two thousand years ago to convey messages to 
his friends, is one of the earliest encryption methods. It was 
one of the simplest methods of communication encryption 
and decryption called as Ciphertext (Rivest, 1990; 
Sidhpurwala, 2019) [32].  
The spy service in India is described in "Arthshashtra," a 
famous treatise on statecraft penned by Kautalya, and 
discusses assigning spies’ duties in "secret writing" 
(Sidhpurwala, 2019) [24]. For thousands of years, humans 
have communicated with codes and cyphers, employing 
basic encryption methods to safeguard trade secrets, military 
commands, and personal information from neighbours. 
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Source: Author compiled from various sources 

 

Fig 4: Ancient cryptographic communication 
 

Any technique designed to function with a communication 
system in the presence of adversaries for the aim of 
thwarting the opponents' objectives is referred to as a 
cryptosystem. Cryptography is the art of building 

cryptosystems, whereas cryptanalysis is the art of cracking 
cryptosystems, and cryptology is the combination of the two 
(Rivest, 1990) [32].
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Source: Author compiled from various sources 

 

Fig 5: Evolution of cryptography  
 

Both the encoder and the decoder required to have a pair of 
exact keys until the 1970s (symmetric-key encryption). The 
system has two major flaws. Before the message could be 
sent, the key must first be provided (key exchange). Second, 
the number of individuals in the privy is inversely related to 
secrecy—intuitively, not mathematically. Furthermore, the 
sender has no assurance that the key was delivered to the 
intended recipient, and the receiver has no assurance that 
their key was genuine (authentication problem). This is due 
to the risk of a third party intercepting the key exchange and 
gaining access to the messages as they flow or 
impersonating either the sender or recipient (man-in-the-
middle) (Acharya, 2017) [1]. During this time, IBM founded 
the Crypto group, which was responsible for developing 
encryption algorithm to safeguard client data. These groups 
were approved by the United States as the National Standard 
called Data Encryption Standards (DES). 
 
1.4.2 Peer to Peer Network 
Peer-to-peer (P2P) applications have grown in popularity on 

the Internet in recent years, ranging from file-sharing (e.g., 
Gnutella and FastTrack) to conferencing (e.g., End System 
Multicast) and content delivery (e.g., BitTorrent). "P2P" is 
the abbreviation for "peer to peer." The "peers" in a peer-to-
peer network are computer systems that are linked to each 
other over the Internet. Without the use of a central server, 
files may be exchanged directly between systems on the 
network (Wang & Vassileva, 2003) [39]. It is a file-sharing 
system that allows users to access multimedia content such 
as movies, music, e-books, and games. In other words, on a 
P2P network, each computer serves as both a file server and 
a client letting hardware and software of the computer to 
interact. The key distinction between the two systems is that 
in Client-Server, there is a dedicated server with particular 
clients, but in P2P, it is maintained by a dispersed network 
of users, with each node capable of acting as both a server 
and a client. An Internet connection and P2P software are 
the only prerequisites for a computer to build a peer-to-peer 
network.  

 
Table 1: Forms of peer-to-peer network  

 

File sharing networks Examples 
Descriptive, Proof of Concept Napster 

Open Source G Nutella 
Basis of Traffic KazaA 

DHT eDonkey, 
Instant Messaging Whatsapp, Viber, Hike, Facebook, Snapchat, Instagram 

Audio Visual Conferencing Skype, Zoom, Google meet, Anydesk, Webex 
P2P Collaboration Shared apps- File sharing, Online Games- PUBG, Clash of Clans 

Source: Author compiled from various sources 
 

While P2P networking has many legal applications, the file 
sharing element raises issues about intellectual property and 
cybersecurity. Concerns of intellectual property and 
copyright regulations arise whenever individuals share 
music, movies, software, or any other confidential data. 
Given the considerable and entirely legal services that P2P 

may fulfil, some internet service providers have sought to 
restrict torrents and other P2P software. P2P file sharing 
may also be used to spread malware, exchange or broadcast 
private content, and collect personally identifying 
information from users. Because each device aids in the 
routing of data over the network, they are also particularly 
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vulnerable to denial-of-service threats (Wang & Vassileva, 
2003) [39].  
Apart from the disadvantages, it also has certain positives, 
such as P2P networking, which has a lot of advantages. In a 
conventional client-server network, for example, if a server 
goes down, the entire network falls down with it. However, 
in a peer-to-peer network, if one device fails, the others in 
the network can help take up the slack. They also ensure 
that network traffic is not bottlenecked at a single device by 
distributing traffic handling over several computers. 

In case of cryptocurrency, a decentralised P2P method is 
used to instal the so-called P2P cryptocurrency network, 
which is the communication layer that transmits all data 
needed in the cryptocurrency system, to allow 
communication between various entities of a coin. The 
major aims of such a network are to allow members of the 
network to synchronise their views of the system state and 
to broadcast peer information so that peers can reconnect to 
the system after a disconnection (Delgado, et al., 2018) [17]. 

 

 
Source: Author compiled from various sources 

 

Fig 6: Peer to peer network timeline 
 

1.4.3 Proof of Work  
Proof-of-work (PoW) is experiencing a research resurgence 
so many years after its introduction by Dwork and Naor in 
1992 (Laurie & Clayton, 2004; Liu & Camp, 2006) [27, 29]. 
PoW was designed to prevent malevolent users from 
obtaining more than their "fair share" of a system resource, 
such as bandwidth or server processing power, at first. 
Unsolicited mass email, commonly referred to as spam, is 
indeed a major issue on the Internet. If only email senders 
could be compelled to pay for their communications, it is 
proposed. PoW has become a crucial basis for 
cryptocurrencies like Bitcoin, as well as other blockchain 
technologies like Ethereum, BlockStack, and Chain 
Incorporated, in recent years (Gupta, Saia, & Young, 2018) 

[22].  
Proof of work (PoW) is a type of zero-knowledge 
cryptographic proof in which one party (the prover) 
establishes to others (the verifiers) that a particular amount 
of computing effort has been performed. PoW refers to a 
system that necessitates a considerable but manageable 
amount of effort in order to discourage frivolous or harmful 
uses of computer resources, such as sending spam emails or 
conducting denial-of-service attacks. The essential feature 
of the POW functions is that they are highly expensive to 

solve for the email sender, but quite inexpensive to verify 
for the email receiver (Liu & Camp, 2006) [29]. This is the 
most widely used system known as Hashcash. The hashcash 
system is impervious by "man-in-the-middle" attacks, in 
which an unwitting user is tricked into computing values for 
the advantage of another (Laurie & Clayton, 2004) [27].  
In case of cryptocurrency, Double-spending attacks and 
selfish mining may be avoided if all nodes in the blockchain 
system are closely synchronised, necessitating the use of 
PoW (Gervais, et al., 2016) [21]. The aim of the PoW feature 
in the Bitcoin system is to achieve consensus on the ledger 
history, syncing transactions and protecting users from 
double-spending attempts. The primary consensus algorithm 
in a blockchain network is Proof of Work (PoW) (Bentov, et 
al., 2016) [6]. In an environment where nodes don't trust one 
other, the goal of a consensus method is to bring all nodes 
into agreement, or trust one another. With PoW, blockchain 
miners compete against one another to perform network 
transactions and earn rewards as cryptographic scarce 
resources in the form of coins that can be spent inside the 
Bitcoin system by depleting physical scarce resources like 
as power and mining equipment erosion through the PoW 
process.  
Hal Finney, a cryptographer, applied the technique of PoW 
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to secure digital money in 2004 (Chohan, 2017) [12]. He was 
one of the first Bitcoin users and developers. Satoshi 
Nakamoto sent him 10 Bitcoins in the first transaction on 
the network, and he took part in it (Popper, 2014) [31]. 
Bitcoin was the first widely used application of Finney's 
PoW concept after its debut in 2009. Many other 
cryptocurrencies are based on proof of work, which allows 
for safe, decentralised consensus. 
 
5. Discussion and Conclusion 
This study has highlighted the three pillars on which 
cryptocurrency and blockchain technology stands. 
Cryptography, proof of work and peer to peer network 
enables the user to make electronic payment that allows 
users to authenticate digital assets without depending on 
third parties for the first time. Cryptography ensures the safe 
transmission of information via the use of various methods 
that have been devised to ensure that only the sender and the 
addressee can read a message, leaving it unreadable or 
meaningless to a third party. In cryptocurrency landscape 
peer to peer network is used to install cryptocurrency 
network, which is the communication layer that transmits all 
data needed in the cryptocurrency system, to allow 
communication between various entities of a coin. The aim 
of the PoW feature in the Bitcoin system is to achieve 
consensus on the ledger history, synchronizing transactions 
and protecting users from double-spending attempts.  
Since everyone is talking about the cryptocurrency market 
and is considering it as the new investment alternative, 
hence it is important for them to understand the 
decentralised nature stands on these three phenomena. 
These concepts developed in ancient times and were part of 
human civilization since very long time period.  
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